Secure Email

As of January 1, 2013, the WCB will begin utilizing an e-mail solution that
ensures the security of private information and improves the quality of service
that we provide to our external customers.

This is a legal requirement that stems from The Workers Compensation Act
(WCA), The Freedom of Information and Protection of Privacy Act (FIPPA) and
The Personal Health Information Act (PHIA).

When you receive your first secure e-mail from the WCB, you will be required to
complete a one-time registration process. As you receive subsequent e-mails,
you will just need to enter the password you create to read secure e-mails.

The following pages will guide you through the one-time registration process.
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As a first-time recipient of an encrypted email, here are
able to read the content of secure e-mails.

1. Open the attachment.
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The registered envelope screen will
appear.
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You have received a secure message

Read your secure message by opening the attachment, securedoc.html. vou will be prompted to open
(view) the file or save (download) it to your computer, For best results, save the file first, then open itin 2 web
browser, To access from & mobile device, forward this message to mobile@res cisco.com to receive a mobile login
URL,

If you have concerns about the validity of this message, contact the sender directly,

First time users - will need to register after apening the attachment,
Help - hitps://res.ci h hel |

About Cisco Registered Email Service - https://res cisco.com/websafe/sbout

2. Click the Register button.

Note: If you are one of a group of
people who received the secure e-mail,
you will need to select your e-mail
address from a drop down list and
click the Submit button. Then you will
see the Register button.
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Reading an Encrypted Email - External
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The New User Registration screen displays.
3. Complete the registration screen:
e Choose a language.
e Enter your first and last names.
e Create a password.
e Enter a short phrase as your Personal
Security Phrase (e.g. My cat's name is

Snow).

e Select and complete 3 security
questions.

e Click the Register button at the bottom.
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A window confirming you have created a Cisco Registered Envelope Service account will display

and indicate you should check your inbox.

FINAL STEP: ACCOUNT ACTIVATION

4. Close this window and go to your
inbox.

Your Cisco Registered Envelope Service account

was successfully created.

Instructions to activate your account have
heen emailed to lklyne@wch.mb.ca.

Please check your inbox. If you do not see an
account activation email, check your junk email

folder.

Immediately you will receive an email
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5. Open this email.

from Do Not Reply. T 18 v Fo

T4 Do Mot Reply
B (3 ScoftHumphries

[ ] R L T

;I [Mm-'ethlder. ;]_

Subject =
Please activate with CRES
secura fest

Ehrwmmbins & dim o wbm,

Reading an Encrypted Email - External

Page 3 of 5




6. Click the link to activate your
account.

The confirmation screen will show
your account has been activated.

Close this window and return to the

original secure e-mail.

7. Open the attachment again.

From: Do Mot Reply <DoNotReply@res.cisco.com>
To: <stataryn@wch.mb.ca>
Subject: Please activate with CRES

Tuesday, 25 November, 2008 11:4

Activation

Dear Sheryn Tataryn,

register and your acceptance of the Terms of Service by activating your account.

Click here to activate this sccount.

221dfSaf6b79c0447F00000152089e1c
To stop the registration process you can cancel this aceount.

Click here to cancel this account.

a21dfsafeb79c0d447f000001520698 1

IMPORTANT

employees.

Welcome to CRES!

Thank you for registering with Cisco Registered Envelope Service, To complete your registration, you must confirm your intent to

You can also activate this sccount by gaing to <https://res.cisco.com/websafs/activate > and entering this canfirmation number:

You can also cancel this account by going to <httpsi//res.cisco.com/websafe/sancslActivation> and entering this cancellation number:

To help kesp your personal information safe, Cisco recommends that you newer give your GRES password to anyone, including Cisco

To know more about Cisco Registered Envelope Service, see hitps:
Terms of Service: https://res cisco.com/websafe/termsOfService
Frivacy Policy: http fwww ironport.com/privacy/

res.cisco.com/websafe/about
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This time your email will be
recognized.

8. Enter the password you just
created and click Open.

The email will display.

If you reply, the e-mail you send
will also be encrypted.
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Secured Message

Reply Replyall Forward
Frarm: stataryn@wch.mb.ca
To: Stataryn@wch mb.ca
Drate: December 17, 2012 10:04:42 PM GMT
Subject: Secure E-mail
The information was sent secure because it is confidential in nature.
Reply Replyall Forward

Copyright @ 2000-2012 Cisco Systems, Inc, All rights reserved.
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