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LEGAL REQUIREMENTS

The WCB has an obligation to ensure that the information it collects is kept confidential and
secure. This obligation stems from The Workers Compensation Act (WCA), The Freedom of
Information and Protection of Privacy Act (FIPPA) and The Personal Health Information Act
(PHIA).

All WCB employees sign a Pledge of Confidentiality when they commence their
employment and are expected to adhere to the WCB's policies regarding confidentiality and
e-mail.

The WCA states that information obtained by WCB employees in the course of their work
must be kept confidential. Both FIPPA and PHIA also set out rules to protect individuals
against the unauthorized use and disclosure of their personal information and personal
health information. The WCB, as both a public body and trustee, is required to make
reasonable security arrangements and implement safeguards to ensure that personal
information and personal health information is protected. The rules in FIPPA and PHIA
apply when information is shared by e-mail or other networked systems such as the
Internet.

PHIA also specifically requires trustees, such as the WCB, to implement procedures to
prevent the interception of information when it is being shared via electronic means.

Secure E-Mail and TLS enabled e-mail are the procedures used by the WCB to ensure that
personal information and personal health information is being transmitted in a secure
manner.
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TLS (Transport Layer Security)

TLS is a secure e-mail solution that provides encryption of e-mails between e-mail systems.
If an organization is TLS enabled, any e-mails you send to that organization are
automatically encrypted without having to use the Send Secure button.

Enter your keywords:

A list of organizations that are TLS enabled is available — [ searc |
on the WCB Intranet.

Rew Advanced Search | Filters +
To search policies and fact sheets, please click here

Enter TLS in the search field at the top of any intranet Search results
page; click the Search Button or press Enter; select the GROUPWISE USE
link under the heading Secure E-mail - System to System e e e P (AT 15,34
(TLS) from the search results. \ SECURE E-MAIL
https:ifinfo web. mb calsecure-e-mail - 09/23/2011 - 09:12
N

SECURE EMAIL - SYSTEM TO SYSTEM (TLS)
hitps ffinfo wich mb calsecure-email-system-to-system-tls - 09/23/2011 - 09:50

Adding Other Organizations to the List

If you receive an e-mail with the following message at the bottom, it means the originating
organization is TLS enabled:

"This message was received over a secure connection using TLS."
[f the organization is not on our list, forward the e-mail to HelpDesk and ask them to add it

to the TLS list on the Intranet. The more up-to-date the list, the less staff will need to use
Send Secure.

Establishing New TLS Enabled Contacts

If an organization expresses interest in an alternative method for communicating securely,
suggest they look into using TLS. The organization's IT department would need to
investigate whether their computer systems have the capability.
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SENDING AN ENCRYPTED E-MAIL

Sending an encrypted e-mail is as simple as clicking the Send Secure button; however, you
should first advise the recipient that you will be sending an encrypted e-mail and provide
them with the External Encrypted E-Mail Instructions document to assist them in
completing a registration process. This document is located in U:\General\Secure E-mail.

P Scott Humphries - Mail To: tataryni@shaw.ca

After you have advised the recipient  fe Edt vew acions Tooks window Help

Ofyour lntent, create your e-mail as “ Jil send SerdSecure 3¢ Cancel Bpaddress o7 | B &, | [Fspelcheck | S

nsI

usual in GroupWise. Mal | send

IScott Humphries a5 I
AttaCh al’ly documents you want to |tataryn@shaw.ca B I
include Subject: JFr1
Message: ITimes Mew Roman d |12 j B 7 U | B = == ==z = =

Click the Send Secure button.

Our e-mail system will encrypt the
e-mail and any attached files.

When the recipient opens your E-mail, a message similiar to the one below will indicate the
E-mail is secure and provide instructions for reading it.

To tatarni@shaw.ca

Attachments securedoc.html

You have received a secure message

Read your secure message by opening the attachment, securedoc.html. vou will be prompted to open
(view) the file or save (download) it to your computer. For best results, save the file first, then open it in a web
browser, To access from a mobile device, forward this message to mobile@res.cisco.com to receive a mobile login
UEL.

If you have concerns about the validity of this message, contact the sender directly .

First time users - will need to register after opening the attachrent,
Help - https:ffres cisco.corm/websafe/help?topic=ReqEnvelope
About Cisco Registered Email Service - https:/fres cisco.com/websafe/about
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READING AN ENCRYPTED E-MAIL

If the recipient of an encrypted e-mail chooses to reply back to you, the reply will be
encrypted and you will need to go through the registration process in order to read their
reply. Once registered, you will be able to open future encrypted e-mails just by entering

your password.

When you receive a Secure e-mail

do the following:

1. Right click on the attachment.

2. Select Open With

3. Click Ok to open with Internet
Explorer.

N

B Mail From: <tataryn@shaw.caz

File Edit Yiew Actions Took Window Help

=1olx|

“ K Close  FFlReply ~ EllFormard - % v| En = S ‘ B W, |

Mail |Prnperties I Personalize I

From: <tataryn@shaw.ca>

To: Sheryn Tataryn <stataryn@wch.mb.ca>

Subject: RE: Secure Email

You have received a secure message

Read your secure message by opening the attachment, securedoc.html. vou will be
prompted to open {view) the file or save {download) it to your computer. For best results, save
the file first, then open it in a Web browser, To access from a mobile device, forward this
message to mobile@res cisco.com to receive a mobile login URL,

If you have concerns about the validity of this message, contact the sender directly.
First time users - will need to register after apening the attachment.

Help - hitps:/fres cisco.com/websafe/helpftopic=RegEnvelope
About Cisco Registered Envelope Service - https://res cisco.com/websafe/about

N,

Tuesday, 25 November, 2008 11:24:12 AM

If your E-mail address is not registered, a Register button will appear. This is a one time

registration process.
Click the Register button

Note: If the e-mail was sent to
other people as well, you may
need to select your e-mail

address from a dropdown list.

N =
S =
=1
Message  securedoc.h... s
=
| 2
/3 secure Registered Envelope:RE: Secure Email - Microsoft Internet Explorer provided by WCB of Manitoba oy ]
Fle Edt View Favortes Tools Help ‘ o
OBack E \) = D @ ;h ‘ pSearch llr Folders *Favontes @ ‘ I_J :b/ .ﬁ
Adress [ CHTEMFisscUredoc hinl = ENEE

Unicenter Service Desk - Login <03 Welcome to Grand & Toy Crystal Enterprise - Logon £ | SongMeanings @] The Weather Network

»

Workers Compansaticn
Board of Manitoba
S Nousmber 25, 2008
5:23:27 M GMT
Message Security: High
Helo
From: tatar haw.ca
To: stataryn@w b.ca
Subject: RE: Secure Ema
To open this message, first click the button o [REGISTER
register, After registering, come back to
continue opening the message.
Select a different address
Nmm
cisco
2000-2008 Ciseo Systems Inc, all rights reserved.
[&] pene [0 =] (4 mternet 7
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The New User Registration screen displays.
Complete the registration screen:

1. Choose alanguage.

Enter your first and last names.
Create a password.

Enter a short phrase as your Personal
Security Phrase (e.g. My cat's name is
Snow).

Select and answer 3 security questions.

Click the Register button.

NEW USER REGISTRATION

Enter Personal Information

Email Address Iklyne@wcb.mb.ca

Lznguzgs |English 'I
First Name™®
Last Name™®

Create a Password

Password™
Confirm Password®
Personal Security Phrase® :

¥ Enzble my Persenal Security Phrase.

Select 3 Security Questions
Vou will be asked these questions in the future i you farger |

ou forget your password.

. ‘Selec‘t a question or enter your own question...

Answer 1%
Confirm Answer 1%

Quastion 1

. ‘Selec‘t a question or enter your own question...
Question 2

Answer 2%
Confirm Answer 2%

a - ‘Select a guestion or enter your own question...
uestion

Anzwer 2%
Confirm Answer 3%

Register

7 New User Registration - Microsoft Internet Explorer provided by WCB of Manitoba

=lolx|

| Ble Edi view Favortes Took el

&

A window confirming you have

eaa(k - -\_) - |ﬂ @ ;h|f'_) Sesrch || Folders *Favnrltes E}‘ _J “\'7 3

created a Cisco Registered Envelope

Address I@ https:f{res.cisco.comiwebsafefustom, ackion?cmd=enrollstatus

E=ERIEE

Service account will display. alraln

cisco
Close this window.

FIMNAL STEP: ACCOUNT ACTIVATION

Your Cisco Registered Envelope Service account
was successfully created.

Instructions to activate your account have
been emailed to Iklyne@wcbh.mb.ca.

If vou do not see an
check your junk email

Flease check your inbox.
account activation email,
falder.

[
English I

About Terms of Service Privacy Policy

Copyright @ 2001-2008 Cisco Systsms Ine. All rights reserved.

a

|@ Done

|2 [ Inkernet
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Within a few minutes you will receive an e-mail from Do Not Reply.

%% Novell GroupWise - Mailbox

To activate your account, you need to first Be B ow goion Too Mt

open this message. —

Click the link as indicated to activate
your account.

The confirmation screen will show that
your account has been activated.

Close this window and return to the
original secure e-mail.

From
Do Not Reply <DoNotReply@res.cisco.com

Date
Tuesi

Please activate with CRES

[ Calendar Change of Date Terry Gader Tuest

ka st Items

O el stafF list Kathy O'Flaherty Tuesd
a CZEI:S: E 2003 WCE Holiday Party (Social Cc | Michael Meison Friday

71 Temporary ==

2 Mail From: Do Nol Dosoticpbyitres.cisca.com > ol x|
Ble [t Yew fctons Took Window Helo

||xu~§5m-ﬁw-'&-|a&:aa|us,£ @\

From: Do Not Reply <DoNotReplyiires.cisco.com> Tuesday, 25 November, 2008 11:44:57 AM

To: <stataryni@wch.mb.ca>
Subject: Please activate with CRES

Diear Sheryn Tataryn,

Thark you for regiterng mith Cisco Regitered Envelops Service, To complete your registration, you must canferm your inkent b

~ register and your acceptance of the Terme of Service by activating your account,

Sligk hars to sctivate this sccount.

Tou can also activate this accourt by going to <hatps:/fres cisco.comiwebsafefactivate > and entering this corfirmstion rumber:
221 e TICOAL 00001520690 10

To stop the regrstration process you can carssel this sceount.
! aniznl the

Tou can also cancel this account by going to <k
821 AfEbTICOMTFON0D0LS2069e1C

+ and antering this cancellation number:

IMPORTANT
To help keep pour personal information sale, Cisca recammends that you aever give your CRES password to anyone, including Crien
employees.

welcarne to CRES!

Ta khow more sbout Cisco Registered Envelope Service, see fres i G
Terms of Service: httogo/ires cisco com/webeafeermsOfiervice
Provacy Pobey: B/ He.ION0GH, COMDMYACE]

ZhNew User Registration - Micrasoft Internet Explorer provided by WEB of Manitaba i [=1 |
Fle Edit View Favortes Tools Help ‘ o
Qeack - € - B @ (;] ‘psaarch | Folders *Favnrites @‘ L J¥ 3

| iddress [ hitps:ires. csco, comjwebssfefsctivats?uuid—sz1 fsafob 79 0cH 7FO000D 1520698 1 B> H @& -

Junks (& Unicenter Service Desk - Login - <03 Welcome to Grand & Toy ] Crystal Enterprise - Logon &8 ] Songheanings & The Weather Netwark =

|l|l|l|l| English =
Cisco

EMAIL ADDRESS COMFIRMED

‘fou have activated the account far

statarvn@woch mb.ca. Registration for this email
address is now complete. To exit this page, dose
your browser window. After exiting this page, return
to your Registered Envelope and enter your
password to open it.

Cisco Registered Envelope Service

About Terms of Service Privacy Policy Copyright @ 2001-2008 Cisco Systems Inc. All rights reserved.

N[ EX

[&] pone T T 8 mtemet
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Right click on the attachment again.

1. Select Open With

2. Click Ok to open with Internet Explorer.

Now that your E-mail address has been
registered, the Cisco Registered Envelope

Service screen will display.

Enter the password you created. \
Click Open or press Enter. \

The e-mail content will display
and any attachments that may
have been included will be
listed.

IMPORTANT: When you reply
to a secure e-mail, you are not
using GroupWise so there is no
record in your Sent Items
folder.

If you need a record of your

reply, check the Automatically -

BCC me on this e-mail checkbox.

=lgix]|

= Mail From: <tataryn@shaw.ca>

File Edit View Actions Tools Window Help
H X cose FlRepy - Flfoward - - 2 @ & | & o, \
Mail | Praperties | Personaice |
From: <tataryn@shaw.ca> Tuesday, 25 November, 2008 11:24:12 AM
To: Sheryn Tataryn <stataryn@wch.mb.ca>

Subject: RE: Secure Email

You have received a secure message

Read your secure message by opening the attachment, securedoc.html. You will be
prompted to open (view) the file or save (downlasd) it to your computer, For best results,
save the file first, then open it in a Web browser, Ta access from a mabile devics, farward
this message to mobile@res.cisco.com to receive a mobile login URL.

If you have concerns about the validity of this message, contact the sender directly,

First time users - will need to register after opening the attachment.
Help - https:/fres.cisco.com/webssfe/help?topic=ReqEnvelope
\Ahuut Cisco Registered Service - [tips //res.cisco .com/websafe/shout

X =
ERR2

Message  sscuredoc.h...

= Ermsail - Micrasolt Inbermect Bxplurer provided by W8 of Manfeba

e | &

| B
[0 -0~ 1) @ G| P 1o Leroww @] I B |
| Bress ] coyrommpacunndie 1 bt D= |- |
Jus ] urenter o T & i & "
e ey g
Paresanl Sacurity Bhease
Your peroen! phvaie i

Selecta difaren address
If you experience protlems opening this messsge, try to Opan Criine

Cisco Registered Envelope Service P
[Eee (] [l vt #

= Reply to Sender - Windows Internet Explorer provided by WCB of Manitoba

chsoo.comwibrsate s

| Blle Edit Wiew Favorites Tooks Help
| w Favorites | s BGoogle @) Service Desk —Lyreco @ PDS Time J MERX ~ SurveyMorkey - G... 1T Infranet @ SongMeanings = Secure Email (Cisco) = Login £
= Reply to Sendr | |

% @snagh B of |*  SCorwert + BSet

il
cisco
| REPLY TO SENDEF Gand Ratal Cancel
From: stataryndmch.mb.ca
To: statarynimct mb.ca

suject: [RE Sacurs Email
Wassage

Wnen ceplying, remember that you are not using GroupVise and therefore your B
sent Items Tolder will not have n gecord of this ceply.

Click the Automatically BEC me on this email below to be sent a copy of yous J

Eoap te & ey s-mail in GroupBise to respond.

memmsemeesOriginal Nessage:

5

R automasizally 8CC me on this email,
T e recipient has
Thie d o el b ok 4 raad rmcept
regquests,

Send Rusel Cancel

Cisco Registered Envelope Service
About Terees of Service Proc

It is very important to follow the correct steps when reading these BCC messages. Please
make sure you read the Reading BCC E-mails section on page 10.
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SAVING E-MAILS

% PDF Printer - Save PDF File As x|

The preferred method for saving a Secure E-Mail and R o

preserving the original content, is to print it to a PDF file. [ = e e
PDF files can be added as external documents to Emerge and | m=memmmem
Optimal or attached to e-mails and forwarded to other R —— Pl

Eile

Browse. ..

parties. To print to PDF, follow the steps below: [ fomendis oo porfe g

™ Insert before existing POF file

~After save action
. - - v en wil efault viewer '_ PDFIAVHJ (RQB)
1. Click the File menu and select Print. ¥ G sk ; o ot

. . . R I stay unM o | cancel el |
2. From the list of available printers select PDF printer and
Clle Prin t. eqistered to WCE of MB
3. On the PDF Printer dialogue box, click the Browse... button.
2]
4. Select alocation to save the file and enter a name for the Saein [ 52 At on Wiy e ) = ef oy
. +0ther Peoples Shuff DManuals
flle. Address Book DMerx
OMicroAge Inw
E2MNew Word
. [ |
5. Click Save. @g%r\c”;azow
Dofskxarc
; Football Pools gOfFSfTAARC
. . . . jad
6. The PDF file will display once it has been created. o S01d St
" S0t
t=glbe Labels EID&Der
i
File name: [New File Mame = Sae |
Save as lype [POF Files | Cancel }
WCBRR
To save an attachment, right-click on  Jqers compensation

the attachment link and choose Save  Beardci#tanicba
Target As...

Secured Message

From: tataryn@shaw.ca
To: Sheryn Tataryn <stataryn@wch.mb.ca>
Date; May 17, 2012 2:57:10 AM GMT

RE: EMCRYPTED MESSAGE - Secure Email
Creating a Mamed Range.doc TMGO047 e

i

Attachments="

When the Save As window appears,

select a location to save the file and T PEPIYLHY LHDYHGE WELLATE ARD svERs 8222 in New Teb

enter a name in the File Name text Skl

box. ETEET
———————————— Original Message: =

Click Save. FROM: Sheryn Tataryn <stataryn@weh.n (ooy

Repeat the process for each attachment.
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READING BCC E-MAILS

When you blind copy yourself on a reply you are sending through CISCO, the copy you get
will be addressed to the person you sent the reply to.

It is very important that you don't enter your password at this point or you
risk locking up the recipient's Cicso account.

MIr
CIsSCO 3
@Help — T
M & ity Medi
l From: stataryn@wch.mb.ca RERRRE R R Sier
Fo alap2ar@wieh mb.ca Personal Security Phrase
Subject: RE: Registering for Secure Email Your personal phiase is
not enabled on this
Password: computer,
Forgot password? Mare infa
T Remember me on this computer.
[T Enable my Personal Security Phrase,
DOFEM

If vou experience problems apening this

Select a different address
gssage, try to Open Online

cisco

’_’_|_|_|0 Internet
(Example above - stataryn@wcb.mb.ca used the BCC feature on an email to
alanzar@wcb.mb.ca.)

7a T |"-+; i0c

Before entering your password, you need to change the To: address to your own.

1. Click the Select a different address link in the bottom right corner. \J

Page
10




The following screen appears.

T INIr
@Hep
From: stataryn@wch.mb.ca
To: - Select One - =]
Subject: RE: Registering for Secure Email

Decermnber 4, 2012
GZEZ9 PM GMT
Message Security: Medium

My sddress is not listed

Cisco Registered Envelope Service

e
CISCO

Copyright @ 2000-2012 Cisco Systems, Inc, All rights reserved,

Your address won't be included on the To: drop down list because it is a blind copy of the

original e-mail.

1. Click the My address is not listed link.

NI
CISCO

Decernber 4, 2012
J:ZEZ3 FM GMT
Meszage Security: Medium

My address is not listed

Cisco Registered Envelope Service

i
CISCo

Copyright 2000-2012 Cisco Systems, Inc, all rights reserved.

2. Enter your e-mail address and press Enter or click Submit.

Page
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Your address will now appear in the To: area.

3. Enter your password to open the BCC message you received.

il I Il I [
BHelp
M it itw: Medi
I Fromm: stataryn@wch.mb.ca FreRas ey Hedum
To: stataryn@wch.mb.ca Fersonal Security Phrase
Subject: RE: Registering for Secure Email Your personal phrase is
not enzbled on this
Password: comauter,
Forgot passward? Mare infa
[T Remember me on this cornputer,
[~ Enable my Personal Security Phrase,
COFPEN

Select & different sddress
If you experience problems opening this message, try to Open Online

NI
CISCo

ADDING EXTERNAL DOCUMENTS TO EMERGE

1.  On any page that displays the New Document button, click the button.
2. On the Create Document page, click the Add External Document button.

3. On the Add External Document page, click the Browse button and locate the file you
want to add.

4.  Ensure that the other attributes are correct and appropriate.

5. To put the external document in the claim folder, click the Add Document button.
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INFORMED CONSENT

If a worker is unwilling to participate in secure e-mail , you must have their consent prior
to e-mailing confidential, personal or personal health information. The consent must be
either written or sent via e-mail and must be stored as a business record.

To obtain informed consent, do the following:
1. Send an e-mail to the worker with the following scripted text:

The WCB has requested you to communicate via encrypted (secured) e-mail. By advising the
WCB you want to communicate using unencrypted (unsecured) e-mail instead of secured e-
mail you are expressly authorizing the WCB to use unsecured e-mail to communicate with you
for all purposes. You acknowledge that unsecured e-mail communication may allow third
parties to intercept and read your confidential, personal and/or personal health information
and the WCB cannot protect any information sent via unsecured e-mail. The WCB shall in no
way be liable for any such violation of your confidential, personal and/or personal health
information, including any direct or indirect damages arising therefrom. Should you later
decide you want the WCB to communicate with you via secure e-mail or not communicate via
e-mail at all, you must advise the WCB in writing before such change can be implemented.

2. Advise them that if they still want you to communicate via unencrypted E-mail to reply
back and indicate their consent.

3. Once you receive their e-mail, it must be stored as a business record. Ifitis claim
related, it must be saved to the electronic claim file. See section Saving E-Mails.

IMPORTANT: When adding a consent e-mail to Emerge using Add External Document, the
document description should indicate "Worker Consent to Unencrypted E-mailing".
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